Halden Intelllgence haldenintel.com

PUBLIC SAMPLE COLLECTION / OCTOBER 2026

A clear record. A considered
next step.

Nine sample reports

Social account security, recovery support, brand protection, intelligence, readiness, investigations, incident
coordination and technical evidence.

Every engagement, organization, observation and outcome in this collection is fictional. These documents
demonstrate structure and reporting standards; they are not claims of client results.

Reference Report Starts on
SEC-001 Social account security review 2
REC-001 Account recovery case report 8
BRP-001 Brand protection monthly report 14
BRI-001 Brand exposure intelligence brief 20
TRN-001 Readiness exercise and improvement plan 26
CTI-001 Cyber threat intelligence assessment 32
INV-001 Cybercrime investigation findings 38
DFR-001 Incident coordination and evidence brief 44
LEG-001 Technical evidence memorandum 50

Edition 1.0 / 14 October 2026. Each standalone report has its own page numbering. Collection page positions above include this cover.

SAMPLE / FICTIONAL DATA | COLLECTION | v1.0/14 Oct 2026 1



Halden Intelllgence haldenintel.com

PUBLIC SAMPLE / FICTIONAL ENGAGEMENT

Social account security review

Prepared for Northline Studio

A fictional organization used solely to demonstrate reporting. No client information, live indicators or actual evidence is included.

Report reference Reporting cutoff Intended reader
SEC-001 07 Oct 2026 / 23:59 UTC Account owners, marketing operations
and IT
EXECUTIVE ASSESSMENT

The fictional Northline Studio has recoverable ownership records, but its administrator lifecycle is inconsistent.
Two of eight named administrators lack recorded strong authentication, a former agency retains one elevated role,
and one recovery mailbox has no documented backup owner. No compromise is established by this review.

DECISION REQUESTED

Approve the access cleanup and recovery rehearsal before the next campaign launch. Keep emergency access
available during changes.

Inside this report
02 Scope and method / 03 Findings / 04 Evidence and chronology / 05 Action plan / 06 Handover and limitations

lllustrative format only. Final scope, response cadence, authorized recipients and local requirements are agreed for each engagement.
No service outcome or legal determination is promised.
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02 / HALDEN INTELLIGENCE

Scope, coverage & method

AGREED QUESTION AND COVERAGE

Review six business-owned social assets and eight named administrators using owner-supplied role exports, a
supervised settings walkthrough and a recovery exercise. Assessment window: 1-7 October 2026. This sample is
an assurance snapshot, not continuous monitoring.

OUTSIDE THIS ASSESSMENT

No passwords, session tokens, private messages, penetration testing or direct account administration. Settings
were not independently obtained from platform backends.

Asset / record Accountable owner Coverage

AS-01 / Business portfolio Marketing lead Four internal and two agency roles; ownership attested
AS-02 / Social pages Channel manager Three pages; two linked identity accounts

AS-03 / Video channel Content lead One channel; delegated access reviewed

AS-04 / Recovery mailbox IT lead Business mailbox; backup ownership unresolved

REPORTING METHOD

Define authority and scope; register supplied material; separate direct observations from statements; assess
alternative explanations; review findings against source limitations; assign actions with acceptance evidence.

CONFIDENCE IS NOT SEVERITY

High: the cited material directly supports this narrow observation. Moderate: the observation has support but an
important gap remains. Low: it is a lead or statement requiring corroboration. Confidence never establishes
identity, intent or legal liability.

PRIORITY AND TIME

High: address promptly because of potential material harm or dependency. Medium: assign a near-term owner.
Low: review in the agreed cycle. These are qualitative priorities, not CVSS ratings. All times are UTC; event times
and receipt times are distinct.
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03 / HALDEN INTELLIGENCE

Findings & interpretation

F-01/ HIGH PRIORITY / MODERATE CONFIDENCE

Strong authentication not recorded for two administrators

Observation. Six of eight entries in the supplied register show strong authentication enabled. Two are blank; a blank is
not proof that protection is absent.

Why it matters. An unprotected privileged identity could expose several linked assets.

Alternative / uncertainty. The register may be out of date. Confirm through an owner-led settings review before
concluding that a control is missing.

Recommended action. Verify the two accounts, enable the strongest supported MFA, and retain only status evidence
rather than authentication secrets.

Evidence: E-01, E-02
F-02 / HIGH PRIORITY / HIGH CONFIDENCE

Former agency retains an elevated role

Observation. The role export lists Agency Role B; the engagement roster records its contract as ended. The owner
confirms no current business need.

Why it matters. Unnecessary access increases the number of identities able to change the business portfolio.

Alternative / uncertainty. No evidence indicates misuse by the agency. The finding concerns access governance
only.

Recommended action. Have the asset owner remove the role after checking ownership dependencies and preserve a
before/after record.

Evidence: E-01, E-03
F-03 / MEDIUM PRIORITY / MODERATE CONFIDENCE

Recovery ownership depends on one person

Observation. The exercise could identify the primary mailbox owner but could not establish an approved deputy.
Why it matters. Absence or departure could delay response even when the account is not compromised.
Alternative / uncertainty. A deputy may exist outside the reviewed records; this remains unverified.

Recommended action. Document a deputy, secure recovery materials in the client's controlled vault and rehearse
access without exposing codes.

Evidence: E-02, E-03
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04 / HALDEN INTELLIGENCE

Evidence & chronology

Evidence register

ID / source Receipt time (UTC)

E-01 / Fictional role-register export 2026-10-02 09:00 UTC
E-02 / Fictional supervised settings notes 2026-10-03 10:00 UTC
E-03 / Fictional roster and recovery exercise 2026-10-05 14:00 UTC

Event chronology

Event time (UTC) Recorded event

02 Oct /09:00 Register received and asset owner recorded
03 Oct/10:00 Settings walkthrough completed

05 Oct /14:00 Agency role and deputy gap confirmed

HANDLING AND PROVENANCE

haldenintel.com

Known limitation

Point-in-time owner export; completeness
unverified

No credentials collected; settings may change

Owner statements corroborate role purpose only

Source

E-01

E-02

E-03

The entries above are invented descriptions, not evidence attachments. In a real engagement, assign a unique
evidence ID; record collector, authority, source, collection and receipt times, method and limitations; retain the

original in approved storage; and log access, transformations and transfers. Calculate digests on actual files

where appropriate. Never invent a digest or custody event.

SOURCE BOUNDARIES

A screenshot can support what was visible in that copy. It does not, on its own, prove origin, completeness,

authorship or the full history of an event. Preserve contradictions and distinguish client-reported events from

independently verified observations.
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05/ HALDEN INTELLIGENCE

haldenintel.com

Action plan & service register

When
Within 2 business days

Within 2 business days

Within 7 days

At 30-day review

Control register

Control
Ownership
MFA status
Offboarding

Recovery deputy

Owner Completion evidence State

IT + asset owner Verify MFA for two entries; retain status confirmation Open

Marketing owner Remove obsolete role after dependency check; attach Open
export

IT lead Approve deputy and complete recovery rehearsal Planned

Case owner Recheck all eight roles and close evidenced actions Planned

Reviewed result

6 of 6 assets have an attested owner

6 recorded; 2 unverified

1 obsolete role found

Not demonstrated

Closure evidence

Current signed asset register

Owner-led confirmation for remaining identities

New export showing role removed

Successful documented rehearsal

Counts describe this fictional sample only. Attested ownership is not a platform determination of ownership.

CLOSING AN ACTION

Record the actual completion time, responsible person and evidence reference. A request, recommendation or

platform submission is not completion. Keep unresolved dependencies visible and agree the next review date with

the client.
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06 / HALDEN INTELLIGENCE

Limitations & handover

LIMITS ON RELIANCE

The review cannot establish that no unauthorized sessions exist. Recheck after administrator, agency, mailbox or
platform changes.

DISTRIBUTION AND RETENTION

This fictional sample is public. A live report requires an approved recipient list, secure delivery method, retention
schedule and disposal owner agreed with the client and, where relevant, counsel. Do not place real evidence or
personal data in public website assets.

Release checklist for a live engagement

Required check Record to complete before issue

Authority and scope Approved instruction reference and authorized assets
Analyst and peer review Named preparer, reviewer, review date and corrections
Client decisions Decision owner, accepted actions and unresolved objections
Delivery and acceptance Approved recipients, transfer receipt and acceptance date
Follow-up and retention Next review, retention basis and disposal responsibility

These fields are deliberately unsigned. No real review, instruction, client approval or evidence transfer is represented by this sample.

Method references

Background guidance only; these publications do not validate fictional findings or certify this report. Apply current platform procedures
and engagement-specific legal advice separately.

CISA — Implementing Phishing-Resistant MFA (2022)
https://www.cisa.gov/sites/default/files/2023-01/fact-sheet-implementing-phishing-resistant-mfa-508c.pdf

NIST SP 800-61 Rev. 3 — Incident Response Recommendations and Considerations for Cybersecurity Risk Management (2025)
https://csrc.nist.gov/pubs/sp/800/61/r3/final
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PUBLIC SAMPLE / FICTIONAL ENGAGEMENT

Account recovery case report

Prepared for Northline Studio

A fictional organization used solely to demonstrate reporting. No client information, live indicators or actual evidence is included.

Report reference Reporting cutoff Intended reader
REC-001 07 Oct 2026 / 23:59 UTC Business owner and appointed recovery
contact
EXECUTIVE ASSESSMENT

The fictional owner lost an administrator role on 2 October. A retained colleague can still access one linked asset.
Ownership materials are assembled and an official support request is pending; access has not been restored as
of the reporting cutoff. No payment is proposed to an intermediary claiming special access.

DECISION REQUESTED

Authorize a single coordinated official submission after the owner checks the evidence pack. Keep the affected
account's recovery mailbox under IT review.

Inside this report
02 Scope and method / 03 Findings / 04 Evidence and chronology / 05 Action plan / 06 Handover and limitations

lllustrative format only. Final scope, response cadence, authorized recipients and local requirements are agreed for each engagement.
No service outcome or legal determination is promised.
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02 / HALDEN INTELLIGENCE

Scope, coverage & method

AGREED QUESTION AND COVERAGE

Assess the reported loss of access to one business portfolio, document the available official route, organize
ownership materials and maintain a status record. The platform decides eligibility, restoration and timing.

OUTSIDE THIS ASSESSMENT

No bypassing authentication, password or code collection, unauthorized login, impersonating the owner, or
assurances of recovery. Private message contents and device forensics are outside this case.

Asset / record Accountable owner Coverage

AS-01 / Business portfolio Owner A Primary role lost; platform decision pending

AS-02 / Linked page Colleague B Retained access reported; permissions to be checked
AS-03 / Recovery mailbox IT lead Owner control reported; session review pending

REPORTING METHOD

Define authority and scope; register supplied material; separate direct observations from statements; assess
alternative explanations; review findings against source limitations; assign actions with acceptance evidence.

CONFIDENCE IS NOT SEVERITY

High: the cited material directly supports this narrow observation. Moderate: the observation has support but an
important gap remains. Low: it is a lead or statement requiring corroboration. Confidence never establishes
identity, intent or legal liability.

PRIORITY AND TIME

High: address promptly because of potential material harm or dependency. Medium: assign a near-term owner.
Low: review in the agreed cycle. These are qualitative priorities, not CVSS ratings. All times are UTC; event times
and receipt times are distinct.
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03 / HALDEN INTELLIGENCE

Findings & interpretation

F-01/ HIGH PRIORITY / MODERATE CONFIDENCE

Role loss is supported; initial access mechanism is unknown

Observation. A supplied notification records a role change at 08:42 UTC. An owner screenshot shows that
management access is unavailable.

Why it matters. The business cannot reliably manage the portfolio or its campaign settings.

Alternative / uncertainty. A legitimate but uncoordinated administrator change remains possible. The notification
alone does not identify the actor.

Recommended action. Preserve the notice and ask authorized IT staff to examine relevant mailbox and identity
activity.

Evidence: E-01, E-02
F-02 / HIGH PRIORITY / HIGH CONFIDENCE

Ownership pack is incomplete

Observation. The sample pack contains business identifiers and asset references but no approved record connecting
the submitting person to the legal entity.

Why it matters. An incomplete submission may require clarification or be rejected.

Alternative / uncertainty. The platform may accept a different evidence combination. Requirements must be checked
at submission time.

Recommended action. The owner should confirm the current official checklist and provide only required materials
through the agreed secure route.

Evidence: E-03

F-03 / MEDIUM PRIORITY / LOW CONFIDENCE

One access path may remain available

Observation. A colleague states that one linked page is still accessible. No supervised role review has yet occurred.
Why it matters. A retained authorized role may help preserve operations while the platform reviews the case.
Alternative / uncertainty. The access may be limited, cached or unrelated to the affected portfolio.

Recommended action. Verify the role with the colleague without requesting credentials; avoid changes that could
eliminate the last authorized access path.

Evidence: E-02
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04 / HALDEN INTELLIGENCE

Evidence & chronology

Evidence register

ID / source Receipt time (UTC) Known limitation

E-01 / Fictional role-change notice 2026-10-02 09:05 UTC Owner-supplied copy; message origin not
independently verified

E-02 / Fictional owner interview and access 2026-10-02 10:00 UTC Statement and screen view do not establish actor
screenshot identity
E-03 / Fictional ownership checklist 2026-10-03 12:00 UTC One authority document absent at cutoff

Event chronology

Event time (UTC) Recorded event Source

02 Oct /08:42 Role-change event shown in supplied notice E-01

03 Oct /12:00 Ownership pack assembled; gap recorded E-03

06 Oct/11:00 lllustrative official request logged as pending Case log; fictional receipt
REC-EX-01

HANDLING AND PROVENANCE

The entries above are invented descriptions, not evidence attachments. In a real engagement, assign a unique
evidence ID; record collector, authority, source, collection and receipt times, method and limitations; retain the
original in approved storage; and log access, transformations and transfers. Calculate digests on actual files
where appropriate. Never invent a digest or custody event.

SOURCE BOUNDARIES

A screenshot can support what was visible in that copy. It does not, on its own, prove origin, completeness,
authorship or the full history of an event. Preserve contradictions and distinguish client-reported events from
independently verified observations.
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05/ HALDEN INTELLIGENCE

Action plan & service register

When Owner

Before submission Business owner
Same business day IT lead

Next staffed review Case owner
After restoration Asset owner

Completion evidence

Approve authority document and relevant asset IDs

Review recovery mailbox and report safe contact
method

Check official request status; avoid duplicate
submissions

Review roles, sessions and recovery controls

Recovery status and outcome ledger

Stage

Eligibility assessment

Owner authority

Platform submission

Restoration

Post-recovery hardening

Status at cutoff

Provisional

Incomplete

lllustrative request pending

Not achieved

Not started

Required next evidence

Current platform requirements

haldenintel.com

State

Open

Open

Pending platform

Conditional

Approved link between owner and business

Owner-verified restored role

Role and session review record

A submitted request is not a successful recovery. No target completion date is assigned to the platform.

CLOSING AN ACTION

Official status or further evidence request

Record the actual completion time, responsible person and evidence reference. A request, recommendation or

platform submission is not completion. Keep unresolved dependencies visible and agree the next review date with

the client.
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06 / HALDEN INTELLIGENCE

Limitations & handover

LIMITS ON RELIANCE

Screenshots and statements may be incomplete. Reported compromise is not a confirmed root cause. This report
does not substitute for the platform's current recovery instructions.

DISTRIBUTION AND RETENTION

This fictional sample is public. A live report requires an approved recipient list, secure delivery method, retention
schedule and disposal owner agreed with the client and, where relevant, counsel. Do not place real evidence or
personal data in public website assets.

Release checklist for a live engagement

Required check Record to complete before issue

Authority and scope Approved instruction reference and authorized assets
Analyst and peer review Named preparer, reviewer, review date and corrections
Client decisions Decision owner, accepted actions and unresolved objections
Delivery and acceptance Approved recipients, transfer receipt and acceptance date
Follow-up and retention Next review, retention basis and disposal responsibility

These fields are deliberately unsigned. No real review, instruction, client approval or evidence transfer is represented by this sample.

Method references

Background guidance only; these publications do not validate fictional findings or certify this report. Apply current platform procedures
and engagement-specific legal advice separately.

NIST SP 800-61 Rev. 3 — Incident Response Recommendations and Considerations for Cybersecurity Risk Management (2025)
https://csrc.nist.gov/pubs/sp/800/61/r3/final

CISA — Implementing Phishing-Resistant MFA (2022)
https://www.cisa.gov/sites/default/files/2023-01/fact-sheet-implementing-phishing-resistant-mfa-508c.pdf
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PUBLIC SAMPLE / FICTIONAL ENGAGEMENT

Brand protection monthly report

Prepared for Northline Studio

A fictional organization used solely to demonstrate reporting. No client information, live indicators or actual evidence is included.

Report reference Reporting cutoff Intended reader
BRP-001 07 Oct 2026 / 23:59 UTC Brand owner, customer support and legal
liaison
EXECUTIVE ASSESSMENT

Eight fictional candidate findings were reviewed: four suspected impersonations, one possible trademark concern
and three benign references. Three impersonation reports were authorized and submitted; two were removed and
one remained pending. One additional impersonation awaits client authorization. No revenue saved or
customer-loss estimate is claimed.

DECISION REQUESTED

Approve or decline the outstanding impersonation report and have counsel assess the separate trademark
question. Continue monitoring the pending item and any reappearance.

Inside this report
02 Scope and method / 03 Findings / 04 Evidence and chronology / 05 Action plan / 06 Handover and limitations

lllustrative format only. Final scope, response cadence, authorized recipients and local requirements are agreed for each engagement.
No service outcome or legal determination is promised.
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02 / HALDEN INTELLIGENCE

Scope, coverage & method

AGREED QUESTION AND COVERAGE

Review public references to one fictional brand on three agreed social platforms during 1-7 October. Validate
candidates against a client-approved official account list. Record action only after client authorization.

OUTSIDE THIS ASSESSMENT

Private groups, private messages, customer identities, negative but lawful commentary, criticism suppression and
any promise of removal. A visual similarity is not by itself proof of infringement.

Asset / record Accountable owner Coverage

AS-01/Brand name Brand lead Northline Studio; fictional brand reference
AS-02 / Official accounts Channel owner Three approved handles in baseline list
AS-03 / Watch list Case owner Five actionable or review-needed items

REPORTING METHOD

Define authority and scope; register supplied material; separate direct observations from statements; assess
alternative explanations; review findings against source limitations; assign actions with acceptance evidence.

CONFIDENCE IS NOT SEVERITY

High: the cited material directly supports this narrow observation. Moderate: the observation has support but an
important gap remains. Low: it is a lead or statement requiring corroboration. Confidence never establishes
identity, intent or legal liability.

PRIORITY AND TIME

High: address promptly because of potential material harm or dependency. Medium: assign a near-term owner.
Low: review in the agreed cycle. These are qualitative priorities, not CVSS ratings. All times are UTC; event times
and receipt times are distinct.
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03 / HALDEN INTELLIGENCE

Findings & interpretation

F-01/ HIGH PRIORITY / HIGH CONFIDENCE

Support impersonation directs visitors to a payment link

Observation. Fictional candidate BP-01 repeats the brand name and logo, describes itself as official support and links
to pay-northline.example. It is absent from the approved account list.

Why it matters. Customers could confuse the page with official support and disclose information or make payments.

Alternative / uncertainty. An undisclosed authorized affiliate is possible until the owner confirms otherwise. In this
example the owner denies authorization.

Recommended action. Preserve the public reference, seek client authorization and submit the appropriate official
impersonation report.

Evidence: E-01, E-02
F-02 / MEDIUM PRIORITY / HIGH CONFIDENCE

One authorized report remains pending

Observation. The sample case ledger contains a platform receipt for BP-03 and no decision by the cutoff. Two other
submissions have removal notices.

Why it matters. The candidate may remain reachable while the provider considers the report.
Alternative / uncertainty. Processing delays do not establish acceptance, rejection or provider negligence.

Recommended action. Check status at the agreed cadence and record any further evidence request without opening
duplicate cases.

Evidence: E-03

F-03 / LOW PRIORITY / MODERATE CONFIDENCE

A similar name requires a separate rights assessment

Observation. BP-05 uses a similar trading name but does not claim to be the client or reuse its support text.
Why it matters. It could cause confusion, but the reviewed material does not establish a reportable violation.
Alternative / uncertainty. The account may be a legitimate unrelated business.

Recommended action. Refer the rights question to the client's counsel. Do not classify it as impersonation or submit a
misleading report.

Evidence: E-01, E-02
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04 / HALDEN INTELLIGENCE

Evidence & chronology

Evidence register

ID / source
E-01 / Fictional candidate capture register

E-02 / Fictional approved-account and authority
list

E-03 / Fictional reporting and decision ledger

Event chronology

Event time (UTC) Recorded event
04 Oct/09:00
04 Oct/ 11:00

07 Oct/ 16:00

HANDLING AND PROVENANCE

Receipt time (UTC)

2026-10-04 09:00 UTC

2026-10-04 11:00 UTC

2026-10-07 16:00 UTC

Eight candidates captured for review

Four impersonations separated from other references

Two removals, one pending and one unsubmitted

haldenintel.com

Known limitation

Public pages only; volatile content

Client-maintained baseline

lllustrative receipts and outcomes only

Source

E-01

E-02

E-03

The entries above are invented descriptions, not evidence attachments. In a real engagement, assign a unique
evidence ID; record collector, authority, source, collection and receipt times, method and limitations; retain the

original in approved storage; and log access, transformations and transfers. Calculate digests on actual files
where appropriate. Never invent a digest or custody event.

SOURCE BOUNDARIES

A screenshot can support what was visible in that copy. It does not, on its own, prove origin, completeness,
authorship or the full history of an event. Preserve contradictions and distinguish client-reported events from

independently verified observations.
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Action plan & service register

When Owner
Within 1 business day Brand owner

Next staffed review Case owner

Within 7 days Client counsel

Next reporting cycle Support lead

Reconciled finding funnel

Measure Count
Candidates reviewed 8
Actionable impersonation 4
Reports submitted 3
Removed / submitted 2/3

Recurrence at cutoff 0 observed

Completion evidence

Decide authorization for BP-04

Update pending BP-03 status and reappearance
checks

Assess BP-05 rights question

Refresh official account directory for customers

Meaning

haldenintel.com

State

Awaiting client

Open

Referred

Planned

4 impersonation + 1 rights review + 3 benign

3 authorized + 1 awaiting authorization

2 removed + 1 pending + 0O rejected

Observed outcome; not a promised success rate

Within this small scoped watch list only

New candidates and reopened items must retain separate identifiers to avoid double counting. No inferred reach or prevented-loss metric

is used.

CLOSING AN ACTION

Record the actual completion time, responsible person and evidence reference. A request, recommendation or

platform submission is not completion. Keep unresolved dependencies visible and agree the next review date with

the client.
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06 / HALDEN INTELLIGENCE

Limitations & handover

LIMITS ON RELIANCE

Coverage is limited to the agreed platforms, search terms and observation times. Removed material can
reappear. The provider retains decision authority.

DISTRIBUTION AND RETENTION

This fictional sample is public. A live report requires an approved recipient list, secure delivery method, retention
schedule and disposal owner agreed with the client and, where relevant, counsel. Do not place real evidence or
personal data in public website assets.

Release checklist for a live engagement

Required check Record to complete before issue

Authority and scope Approved instruction reference and authorized assets
Analyst and peer review Named preparer, reviewer, review date and corrections
Client decisions Decision owner, accepted actions and unresolved objections
Delivery and acceptance Approved recipients, transfer receipt and acceptance date
Follow-up and retention Next review, retention basis and disposal responsibility

These fields are deliberately unsigned. No real review, instruction, client approval or evidence transfer is represented by this sample.

Method references

Background guidance only; these publications do not validate fictional findings or certify this report. Apply current platform procedures
and engagement-specific legal advice separately.

NIST SP 800-61 Rev. 3 — Incident Response Recommendations and Considerations for Cybersecurity Risk Management (2025)
https://csrc.nist.gov/pubs/sp/800/61/r3/final
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PUBLIC SAMPLE / FICTIONAL ENGAGEMENT

Brand exposure intelligence
brief

Prepared for Northline Studio

A fictional organization used solely to demonstrate reporting. No client information, live indicators or actual evidence is included.

Report reference Reporting cutoff Intended reader
BRI-001 07 Oct 2026 / 23:59 UTC Brand leadership, communications and
security
EXECUTIVE ASSESSMENT

A fictional two-period review suggests that payment-themed impersonation is increasing within the agreed watch
list. The second period contains six qualified observations versus three in the first, with four of the six referencing
payment verification. The small sample and changed search terms prevent a market-wide trend claim.

DECISION REQUESTED

Prioritize a customer-facing official-channel directory and a focused review of payment-related references. Do not
attribute the observations to one actor without stronger evidence.

Inside this report
02 Scope and method / 03 Findings / 04 Evidence and chronology / 05 Action plan / 06 Handover and limitations

lllustrative format only. Final scope, response cadence, authorized recipients and local requirements are agreed for each engagement.
No service outcome or legal determination is promised.
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02 / HALDEN INTELLIGENCE

Scope, coverage & method

AGREED QUESTION AND COVERAGE

Compare two consecutive seven-day fictional observation windows across three public platforms and a
client-supplied domain list. Answer which narratives recur, which audiences may encounter them and where
follow-up would be useful.

OUTSIDE THIS ASSESSMENT

Consumer profiling, sentiment claims about all customers, identity attribution, private communities, exhaustive
internet coverage and financial impact estimates without supporting records.

Asset / record Accountable owner Coverage

AS-01 / Brand watch list Communications lead Approved names, spelling variants and official accounts
AS-02 / Public candidate set Analyst 9 qualified records across two windows

AS-03 / Search configuration Case owner New payment term introduced in second window

REPORTING METHOD

Define authority and scope; register supplied material; separate direct observations from statements; assess
alternative explanations; review findings against source limitations; assign actions with acceptance evidence.

CONFIDENCE IS NOT SEVERITY

High: the cited material directly supports this narrow observation. Moderate: the observation has support but an
important gap remains. Low: it is a lead or statement requiring corroboration. Confidence never establishes
identity, intent or legal liability.

PRIORITY AND TIME

High: address promptly because of potential material harm or dependency. Medium: assign a near-term owner.
Low: review in the agreed cycle. These are qualitative priorities, not CVSS ratings. All times are UTC; event times
and receipt times are distinct.
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03 / HALDEN INTELLIGENCE

Findings & interpretation

F-01/ HIGH PRIORITY / MODERATE CONFIDENCE

Payment-verification narrative recurs

Observation. Four of six qualified observations in the second window include a request to verify payment through an
unofficial channel.

Why it matters. The narrative could be mistaken for an ordinary customer service request.

Alternative / uncertainty. The increase may reflect better discovery after the query change rather than greater
underlying activity.

Recommended action. Review payment communications and make the approved payment and support routes easy
to verify.

Evidence: E-01, E-02
F-02 / MEDIUM PRIORITY / LOW CONFIDENCE

Two pages share text, but common control is unproven

Observation. BI-04 and BI-06 reuse a sentence and similar layout. No account ownership, infrastructure or transaction
evidence connects them.

Why it matters. Repeated templates can help define monitoring queries, but they cannot establish an actor group.
Alternative / uncertainty. Independent copying or a common public template could explain the similarity.

Recommended action. Track the shared narrative as a research lead and avoid merging actor identities.

Evidence: E-02

F-03 / MEDIUM PRIORITY / HIGH CONFIDENCE

Baseline comparison is not like-for-like

Observation. The discovery log records an additional payment keyword in the second observation period.
Why it matters. An apparent 3-to-6 increase cannot be interpreted as a clean change in underlying prevalence.
Alternative / uncertainty. Both detection improvements and increased activity may contribute.

Recommended action. Repeat the comparison with fixed queries and report search changes alongside future trend
charts.

Evidence: E-03
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04 / HALDEN INTELLIGENCE

Evidence & chronology

Evidence register

ID / source Receipt time (UTC) Known limitation

E-01 / Fictional first-window observations 2026-10-01 09:00 UTC 3 qualified records; fixed original queries
E-02 / Fictional second-window observations 2026-10-07 09:00 UTC 6 qualified records; no reach data

E-03 / Fictional query change log 2026-10-02 12:00 UTC One added search term affects comparability

Event chronology

Event time (UTC) Recorded event Source
01 Oct/09:00 First-window baseline recorded E-01
02 Oct /12:00 Payment query added E-03
07 Oct /09:00 Second-window comparison prepared E-02

HANDLING AND PROVENANCE

The entries above are invented descriptions, not evidence attachments. In a real engagement, assign a unique
evidence ID; record collector, authority, source, collection and receipt times, method and limitations; retain the
original in approved storage; and log access, transformations and transfers. Calculate digests on actual files
where appropriate. Never invent a digest or custody event.

SOURCE BOUNDARIES

A screenshot can support what was visible in that copy. It does not, on its own, prove origin, completeness,
authorship or the full history of an event. Preserve contradictions and distinguish client-reported events from
independently verified observations.
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05/ HALDEN INTELLIGENCE

Action plan & service register

When Owner

Within 3 days Communications lead
Next cycle Analyst

Within 7 days Security liaison
Monthly review Brand owner

Observation comparison

Metric Window A
Qualified records 3
Payment-themed records 1

Platforms included 3

Query set Original
Audience reach Not measured

Completion evidence

Publish an approved-channel reference for review

Repeat fixed-query comparison and annotate changes

Assess shared narrative for additional lawful sources

Confirm questions still support business decisions

Window B

Original + payment term

Not measured

haldenintel.com

State

Proposed

Planned

Proposed

Planned

These are scoped observation counts, not market share, customer sentiment or a forecast. Duplicate records within each window were

consolidated by public reference.

CLOSING AN ACTION

Record the actual completion time, responsible person and evidence reference. A request, recommendation or

platform submission is not completion. Keep unresolved dependencies visible and agree the next review date with

the client.
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06 / HALDEN INTELLIGENCE

Limitations & handover

LIMITS ON RELIANCE

Sparse data and selection bias limit trend confidence. Shared wording does not establish common control, intent
or the identity of a person.

DISTRIBUTION AND RETENTION

This fictional sample is public. A live report requires an approved recipient list, secure delivery method, retention
schedule and disposal owner agreed with the client and, where relevant, counsel. Do not place real evidence or
personal data in public website assets.

Release checklist for a live engagement

Required check Record to complete before issue

Authority and scope Approved instruction reference and authorized assets
Analyst and peer review Named preparer, reviewer, review date and corrections
Client decisions Decision owner, accepted actions and unresolved objections
Delivery and acceptance Approved recipients, transfer receipt and acceptance date
Follow-up and retention Next review, retention basis and disposal responsibility

These fields are deliberately unsigned. No real review, instruction, client approval or evidence transfer is represented by this sample.

Method references

Background guidance only; these publications do not validate fictional findings or certify this report. Apply current platform procedures
and engagement-specific legal advice separately.

NIST SP 800-61 Rev. 3 — Incident Response Recommendations and Considerations for Cybersecurity Risk Management (2025)
https://csrc.nist.gov/pubs/sp/800/61/r3/final

FIRST — Traffic Light Protocol, version 2.0
https://www.first.org/tlp/
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PUBLIC SAMPLE / FICTIONAL ENGAGEMENT

Readiness exercise and
improvement plan

Prepared for Northline Studio

A fictional organization used solely to demonstrate reporting. No client information, live indicators or actual evidence is included.

Report reference Reporting cutoff Intended reader

TRN-001 07 Oct 2026 / 23:59 UTC Executive sponsor, marketing, IT and
support leads

EXECUTIVE ASSESSMENT

In a fictional 90-minute tabletop, participants recognized the simulated role-loss incident but did not immediately
identify who could authorize platform reporting. The group produced a usable situation summary, while the
evidence-transfer route and deputy coverage remained unclear. Scores reflect observed exercise behaviors, not
certification or real-incident performance.

DECISION REQUESTED

Appoint reporting authority and deputies, approve a secure evidence route, and repeat the two incomplete
decisions in a shorter follow-up exercise.

Inside this report
02 Scope and method / 03 Findings / 04 Evidence and chronology / 05 Action plan / 06 Handover and limitations

lllustrative format only. Final scope, response cadence, authorized recipients and local requirements are agreed for each engagement.
No service outcome or legal determination is promised.
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02 / HALDEN INTELLIGENCE

Scope, coverage & method

AGREED QUESTION AND COVERAGE

Facilitated tabletop for six role representatives using a social-account takeover scenario. Evaluate escalation,
authorization, evidence handling, communications and recovery readiness. No live phishing, access changes or
customer messages.

OUTSIDE THIS ASSESSMENT

Employee performance ranking, certification, technical penetration testing, production response-time
commitments and conclusions about behavior outside the exercise.

Asset / record Accountable owner Coverage

AS-01 / Exercise group Sponsor Six role representatives; no personal scores
AS-02 / Playbook Operations lead Draft escalation and reporting process

AS-03 / Scenario injects Facilitator Three fictional developments over 90 minutes

REPORTING METHOD

Define authority and scope; register supplied material; separate direct observations from statements; assess
alternative explanations; review findings against source limitations; assign actions with acceptance evidence.

CONFIDENCE IS NOT SEVERITY

High: the cited material directly supports this narrow observation. Moderate: the observation has support but an
important gap remains. Low: it is a lead or statement requiring corroboration. Confidence never establishes
identity, intent or legal liability.

PRIORITY AND TIME

High: address promptly because of potential material harm or dependency. Medium: assign a near-term owner.
Low: review in the agreed cycle. These are qualitative priorities, not CVSS ratings. All times are UTC; event times
and receipt times are distinct.
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03 / HALDEN INTELLIGENCE

Findings & interpretation

F-01/ HIGH PRIORITY / HIGH CONFIDENCE

Reporting authority is ambiguous

Observation. At minute 25, marketing and IT each assumed the other could approve a platform report. The playbook
did not resolve the question.

Why it matters. An actual incident could be delayed or produce conflicting submissions.

Alternative / uncertainty. Existing informal practice may work for experienced staff but was not evident to the exercise
group.
Recommended action. Name one accountable role, a deputy and a written approval record for reporting.

Evidence: E-01, E-02
F-02 / HIGH PRIORITY / MODERATE CONFIDENCE

Evidence transfer route is not operationally clear

Observation. Two participants proposed sending captures through ordinary email. No approved secure upload
destination could be identified during the exercise.

Why it matters. Sensitive material could be dispersed across channels without controlled access or retention.
Alternative / uncertainty. A secure tool may already exist but lack a clear owner or onboarding instructions.

Recommended action. Select the authorized channel and rehearse access using harmless sample files.

Evidence: E-01, E-03
F-03 / LOW PRIORITY / HIGH CONFIDENCE

Situation summaries separate facts from unknowns

Observation. The final group summary explicitly separated role loss from unconfirmed attacker identity and did not
promise restoration.

Why it matters. This behavior supports clearer decisions and reduces misleading communications.
Alternative / uncertainty. Performance under a scripted scenario may not generalize to an unplanned event.

Recommended action. Retain the summary structure in the playbook and include it in the follow-up exercise.

Evidence: E-03
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04 / HALDEN INTELLIGENCE

Evidence & chronology

Evidence register

ID / source Receipt time (UTC)

E-01 / Fictional facilitator observation log 2026-10-05 10:30 UTC
E-02 / Fictional draft escalation playbook 2026-10-04 12:00 UTC
E-03 / Fictional group outputs and debrief 2026-10-05 11:00 UTC

Event chronology

Event time (UTC) Recorded event

05 Oct / 09:00 Role-loss scenario introduced

05 Oct /09:25 Reporting authority decision stalled

05 Oct /10:30 Exercise ended; improvements agreed in debrief

HANDLING AND PROVENANCE

haldenintel.com

Known limitation

Observations, not a recording or individual
appraisal

Version used in exercise only

Self-reported confidence is not measured
competence

Source

E-01

E-01

E-03

The entries above are invented descriptions, not evidence attachments. In a real engagement, assign a unique
evidence ID; record collector, authority, source, collection and receipt times, method and limitations; retain the
original in approved storage; and log access, transformations and transfers. Calculate digests on actual files

where appropriate. Never invent a digest or custody event.

SOURCE BOUNDARIES

A screenshot can support what was visible in that copy. It does not, on its own, prove origin, completeness,
authorship or the full history of an event. Preserve contradictions and distinguish client-reported events from

independently verified observations.
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Action plan & service register

When

Within 7 days

Within 14 days

Within 21 days

Within 30 days

Owner

Executive sponsor

IT + privacy lead

Operations lead

Facilitator

Observed exercise rubric

Capability

Escalation

Authorization

Evidence handling

Communications

Deputy coverage

Score / 2

Completion evidence

Approve reporting owner and deputy

Demonstrate approved evidence transfer with test data

Issue playbook revision and record acknowledgement

Retest incomplete decisions with changed scenario

Observed basis

Correct internal lead identified

No decision owner established

haldenintel.com

State

Open

Open

Planned

Planned

Need recognized; route not demonstrated

Facts and uncertainty separated

Absent role had no agreed alternate

0 = not demonstrated; 1 = partial; 2 = demonstrated in this exercise. The 5/10 total is a local exercise result, not an industry benchmark.

CLOSING AN ACTION

Record the actual completion time, responsible person and evidence reference. A request, recommendation or
platform submission is not completion. Keep unresolved dependencies visible and agree the next review date with

the client.
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06 / HALDEN INTELLIGENCE

Limitations & handover

LIMITS ON RELIANCE

A single facilitated session cannot prove operational readiness. Follow-up closure requires observable evidence,
not attendance alone.

DISTRIBUTION AND RETENTION

This fictional sample is public. A live report requires an approved recipient list, secure delivery method, retention
schedule and disposal owner agreed with the client and, where relevant, counsel. Do not place real evidence or
personal data in public website assets.

Release checklist for a live engagement

Required check Record to complete before issue

Authority and scope Approved instruction reference and authorized assets
Analyst and peer review Named preparer, reviewer, review date and corrections
Client decisions Decision owner, accepted actions and unresolved objections
Delivery and acceptance Approved recipients, transfer receipt and acceptance date
Follow-up and retention Next review, retention basis and disposal responsibility

These fields are deliberately unsigned. No real review, instruction, client approval or evidence transfer is represented by this sample.

Method references

Background guidance only; these publications do not validate fictional findings or certify this report. Apply current platform procedures
and engagement-specific legal advice separately.

NIST SP 800-61 Rev. 3 — Incident Response Recommendations and Considerations for Cybersecurity Risk Management (2025)
https://csrc.nist.gov/pubs/sp/800/61/r3/final
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PUBLIC SAMPLE / FICTIONAL ENGAGEMENT

Cyber threat intelligence
assessment

Prepared for Northline Studio

A fictional organization used solely to demonstrate reporting. No client information, live indicators or actual evidence is included.

Report reference Reporting cutoff Intended reader
CTI-001 07 Oct 2026 / 23:59 UTC Security lead, SOC liaison and executive
sponsor
EXECUTIVE ASSESSMENT

The fictional watch list contains two lookalike domains referencing payment support. Public records and a
client-provided screenshot support a payment-redirection hypothesis, but do not establish a compromise, a
named threat actor or data theft. A separate credential-exposure claim lacks source detail and is not treated as a
verified leak.

DECISION REQUESTED

Authorize the security team to validate the two reserved example indicators against its own telemetry. Do not
automatically block, attribute or contact an alleged actor based on this sample.

Inside this report
02 Scope and method / 03 Findings / 04 Evidence and chronology / 05 Action plan / 06 Handover and limitations

lllustrative format only. Final scope, response cadence, authorized recipients and local requirements are agreed for each engagement.
No service outcome or legal determination is promised.
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02 / HALDEN INTELLIGENCE

Scope, coverage & method

AGREED QUESTION AND COVERAGE

Answer PIR-01: are public payment-themed references creating plausible exposure for the fictional client? Answer
PIR-02: what evidence would justify an internal investigation? Review two domains, public page captures and one
client-reported alert during 1-7 October.

OUTSIDE THIS ASSESSMENT

Buying stolen information, accessing private criminal forums, engaging threat actors, scanning third-party
systems, handling raw credentials and continuous SOC monitoring.

Asset / record Accountable owner Coverage

AS-01/ Primary domain Security lead northline.example; reserved fictional domain
AS-02 / Lookalike set Analyst pay-northline.example; northline-help.example
AS-03 / Validation telemetry Client SOC Not supplied at cutoff; explicit collection gap

REPORTING METHOD

Define authority and scope; register supplied material; separate direct observations from statements; assess
alternative explanations; review findings against source limitations; assign actions with acceptance evidence.

CONFIDENCE IS NOT SEVERITY

High: the cited material directly supports this narrow observation. Moderate: the observation has support but an
important gap remains. Low: it is a lead or statement requiring corroboration. Confidence never establishes
identity, intent or legal liability.

PRIORITY AND TIME

High: address promptly because of potential material harm or dependency. Medium: assign a near-term owner.
Low: review in the agreed cycle. These are qualitative priorities, not CVSS ratings. All times are UTC; event times
and receipt times are distinct.
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03 / HALDEN INTELLIGENCE

Findings & interpretation

F-01/ HIGH PRIORITY / MODERATE CONFIDENCE

Payment-redirection theme warrants validation

Observation. Two fictional page captures use the client's brand and payment-support language. Public domain
observations are consistent with the listed references.

Why it matters. Users might be directed away from an official payment or support route.

Alternative / uncertainty. A training page, authorized agency or stale content could explain the observations;
authorization must be checked.

Recommended action. Compare against approved domains and inspect permitted internal DNS or proxy telemetry
before deciding containment.

Evidence: E-01, E-02
F-02 / MEDIUM PRIORITY / LOW CONFIDENCE

A common operator cannot be established

Observation. The captures share a layout and one phrase; no independent account, transaction or infrastructure
linkage has been supplied.

Why it matters. Premature actor attribution could distort prioritization and external reporting.
Alternative / uncertainty. Independent reuse of a template is a credible explanation.

Recommended action. Track a shared theme only. State the additional corroboration needed before increasing
confidence.

Evidence: E-02

F-03 / MEDIUM PRIORITY / LOW CONFIDENCE

Credential-exposure claim remains unverified

Observation. The fictional alert states that company credentials are exposed but provides no collection date,
provenance or account-validation evidence.

Why it matters. The claim may require authorized identity-team checks, but does not establish usable credentials or
access.

Alternative / uncertainty. The information could be stale, fabricated or unrelated to the client.

Recommended action. Ask for non-sensitive provenance and have the identity team inspect authorized signals. Do
not request passwords or acquire a stolen dataset.

Evidence: E-03
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04 / HALDEN INTELLIGENCE

Evidence & chronology

Evidence register

ID / source Receipt time (UTC) Known limitation

E-01 / Fictional domain observation notes 2026-10-02 10:00 UTC Reserved example domains; no live query
performed

E-02 / Fictional public page captures 2026-10-03 13:00 UTC Content similarity is not identity attribution

E-03 / Fictional client alert summary 2026-10-06 09:00 UTC Single unverified claim; no credentials retained

Event chronology

Event time (UTC) Recorded event Source
02 Oct/10:00 Two domain references entered in watch list E-01
03 Oct /13:00 Payment narrative reviewed E-02
06 Oct/09:00 Unverified alert added with low confidence E-03

HANDLING AND PROVENANCE

The entries above are invented descriptions, not evidence attachments. In a real engagement, assign a unique
evidence ID; record collector, authority, source, collection and receipt times, method and limitations; retain the
original in approved storage; and log access, transformations and transfers. Calculate digests on actual files
where appropriate. Never invent a digest or custody event.

SOURCE BOUNDARIES

A screenshot can support what was visible in that copy. It does not, on its own, prove origin, completeness,
authorship or the full history of an event. Preserve contradictions and distinguish client-reported events from
independently verified observations.
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Action plan & service register

When Owner

Next staffed review Security lead

Within 1 business day Client SOC

Within 3 days Analyst

Next briefing Executive sponsor

Completion evidence

Confirm official domain inventory and authorization
Validate sample references against permitted telemetry
Seek non-sensitive provenance for exposure claim

Review PIRs and agree collection gaps to address

[llustrative indicator register - do not deploy

Reserved indicator

pay-northline.example

northline-help.example

192.0.2.44

Assessment

Fictional payment theme; moderate

confidence

Fictional support theme; moderate

confidence

Documentation-only IP; not an observed

host

Validation / expiry

Excluded from operational export

haldenintel.com

State

Open

Awaiting client

Open

Planned

Owner check + internal telemetry; reassess 14 Oct

Check legitimate use before any control change

All indicators are reserved examples, not actionable IOCs. A customer delivery would include provenance, first/last seen, confidence,
expiration and sharing restrictions in an agreed format.

CLOSING AN ACTION

Record the actual completion time, responsible person and evidence reference. A request, recommendation or
platform submission is not completion. Keep unresolved dependencies visible and agree the next review date with

the client.
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06 / HALDEN INTELLIGENCE

Limitations & handover

LIMITS ON RELIANCE

No malware execution, endpoint evidence or internal telemetry was reviewed. No named actor, confirmed
intrusion or exfiltration conclusion is supported.

DISTRIBUTION AND RETENTION

This fictional sample is public. A live report requires an approved recipient list, secure delivery method, retention
schedule and disposal owner agreed with the client and, where relevant, counsel. Do not place real evidence or
personal data in public website assets.

Release checklist for a live engagement

Required check Record to complete before issue

Authority and scope Approved instruction reference and authorized assets
Analyst and peer review Named preparer, reviewer, review date and corrections
Client decisions Decision owner, accepted actions and unresolved objections
Delivery and acceptance Approved recipients, transfer receipt and acceptance date
Follow-up and retention Next review, retention basis and disposal responsibility

These fields are deliberately unsigned. No real review, instruction, client approval or evidence transfer is represented by this sample.

Method references

Background guidance only; these publications do not validate fictional findings or certify this report. Apply current platform procedures
and engagement-specific legal advice separately.

NIST SP 800-61 Rev. 3 — Incident Response Recommendations and Considerations for Cybersecurity Risk Management (2025)
https://csrc.nist.gov/pubs/sp/800/61/r3/final

FIRST — Traffic Light Protocol, version 2.0
https://www.first.org/tlp/
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PUBLIC SAMPLE / FICTIONAL ENGAGEMENT

Cybercrime investigation
findings

Prepared for Northline Studio

A fictional organization used solely to demonstrate reporting. No client information, live indicators or actual evidence is included.

Report reference Reporting cutoff Intended reader

INV-001 07 Oct 2026 / 23:59 UTC Authorized business representative and
appointed counsel

EXECUTIVE ASSESSMENT

A fictional supplier-payment incident includes a changed payment instruction, a client-reported transfer and a
lookalike sender reference. The reviewed copies support that the payment instruction changed, but not who
changed it or who controlled the recipient account. The transfer amount is reported as USD 18,400;
bank-confirmed loss and recovery are unknown.

DECISION REQUESTED

Have the authorized client contact its bank's fraud channel promptly and ask counsel to determine reporting and
preservation obligations. Preserve originals before further analysis; avoid contact with the suspected sender.

Inside this report
02 Scope and method / 03 Findings / 04 Evidence and chronology / 05 Action plan / 06 Handover and limitations

lllustrative format only. Final scope, response cadence, authorized recipients and local requirements are agreed for each engagement.
No service outcome or legal determination is promised.
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02 / HALDEN INTELLIGENCE

Scope, coverage & method

AGREED QUESTION AND COVERAGE

Organize three supplied records, construct a qualified chronology and assess two hypotheses: unauthorized
mailbox access versus an external lookalike communication. Authority is limited to client-owned materials
voluntarily provided for the fictional matter.

OUTSIDE THIS ASSESSMENT

Bank account access, tracing private subscribers without lawful process, recovery of funds, actor engagement,
payment to intermediaries, seizure, device acquisition and attribution to a real person.

Asset / record Accountable owner Coverage

AS-01/ Invoice thread Finance owner Supplied copies; original message export outstanding
AS-02 / Transfer record Finance owner Client-reported payment; bank confirmation pending
AS-03 / Supplier baseline Procurement owner Previous approved payment instruction

REPORTING METHOD

Define authority and scope; register supplied material; separate direct observations from statements; assess
alternative explanations; review findings against source limitations; assign actions with acceptance evidence.

CONFIDENCE IS NOT SEVERITY

High: the cited material directly supports this narrow observation. Moderate: the observation has support but an
important gap remains. Low: it is a lead or statement requiring corroboration. Confidence never establishes
identity, intent or legal liability.

PRIORITY AND TIME

High: address promptly because of potential material harm or dependency. Medium: assign a near-term owner.
Low: review in the agreed cycle. These are qualitative priorities, not CVSS ratings. All times are UTC; event times
and receipt times are distinct.
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03 / HALDEN INTELLIGENCE

Findings & interpretation

F-01/ HIGH PRIORITY / HIGH CONFIDENCE

Payment destination differs from the approved baseline

Observation. The fictional amended instruction and the earlier approved baseline show different masked recipient
references.

Why it matters. The change is consistent with a payment-diversion scenario and warrants bank-led review.

Alternative / uncertainty. A legitimate supplier change remains possible until verified through a previously trusted
independent channel.

Recommended action. The client should contact its bank and verify the supplier using an established contact, not the
details in the disputed message.

Evidence: E-01, E-03
F-02 / HIGH PRIORITY / MODERATE CONFIDENCE

Lookalike sender does not prove mailbox compromise

Observation. The supplied screen view shows a near-match sender domain. Full original headers and authorized
mailbox logs were not provided.

Why it matters. Containment and reporting decisions depend on whether the client's mailbox was accessed or merely
imitated.

Alternative / uncertainty. Display-name spoofing, forwarding artifacts or a screenshot transcription error could alter
interpretation.

Recommended action. Request an authorized original message export through the evidence channel and ask the
appointed responder to assess mailbox access.

Evidence: E-01

F-03 / MEDIUM PRIORITY / LOW CONFIDENCE

Loss and beneficiary control are not independently established

Observation. A supplied transfer screenshot states USD 18,400. It does not establish settlement, recall status,
beneficiary identity or ultimate control of funds.

Why it matters. Reporting the amount as a confirmed unrecoverable loss would overstate the available evidence.
Alternative / uncertainty. The transfer could be held, reversed, misrecorded or legitimately instructed.

Recommended action. Record bank-confirmed status separately from the client's account and avoid identity claims
without lawful supporting evidence.

Evidence: E-02
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Evidence & chronology

Evidence register

ID / source
E-01 / Fictional changed-instruction screen copy
E-02 / Fictional masked transfer screenshot

E-03 / Fictional prior supplier instruction

Event chronology

Event time (UTC) Recorded event

02 Oct/ 14:20

02 Oct/ 15:05
03 Oct/11:00

HANDLING AND PROVENANCE

Receipt time (UTC)

2026-10-03 10:10 UTC

2026-10-03 10:15 UTC

2026-10-03 11:00 UTC

Changed instruction time shown in copy

Transfer time displayed in screenshot

Baseline compared; discrepancy documented

haldenintel.com

Known limitation

Original message and headers missing

Not a bank attestation; amount is client reported

Supplied baseline; supplier verification pending

Source

E-01; source clock unverified

E-02; bank confirmation
pending

E-03

The entries above are invented descriptions, not evidence attachments. In a real engagement, assign a unique
evidence ID; record collector, authority, source, collection and receipt times, method and limitations; retain the

original in approved storage; and log access, transformations and transfers. Calculate digests on actual files

where appropriate. Never invent a digest or custody event.

SOURCE BOUNDARIES

A screenshot can support what was visible in that copy. It does not, on its own, prove origin, completeness,

authorship or the full history of an event. Preserve contradictions and distinguish client-reported events from

independently verified observations.
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05/ HALDEN INTELLIGENCE

Action plan & service register

When Owner Completion evidence State

Promptly Authorized finance Contact bank fraud team and retain reference Client action
owner

Before further analysis Evidence custodian Preserve original message and supplied files Open

Within agreed scope Appointed responder Assess authorized mailbox logs and alternative Referred

hypotheses
Before external Client counsel Approve recipients and disclosure basis Required
disclosure

Hypothesis assessment

Hypothesis Supporting / contrary evidence What would change assessment

External impersonation Near-match sender supports; original Original headers and trusted supplier verification
unavailable

Mailbox compromise No direct access evidence supplied Authorized identity/mailbox event review

Legitimate payment change Not excluded by copies alone Independent supplier confirmation and bank record

These hypotheses are not mutually exclusive. This report identifies evidence gaps, not a suspect or a recovery probability.

CLOSING AN ACTION

Record the actual completion time, responsible person and evidence reference. A request, recommendation or
platform submission is not completion. Keep unresolved dependencies visible and agree the next review date with
the client.
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06 / HALDEN INTELLIGENCE

Limitations & handover

LIMITS ON RELIANCE

Copies may omit context or metadata. Timestamp accuracy is not independently verified. This is technical
support, not legal advice or a promise of identification, funds recovery or admissibility.

DISTRIBUTION AND RETENTION

This fictional sample is public. A live report requires an approved recipient list, secure delivery method, retention
schedule and disposal owner agreed with the client and, where relevant, counsel. Do not place real evidence or
personal data in public website assets.

Release checklist for a live engagement

Required check Record to complete before issue

Authority and scope Approved instruction reference and authorized assets
Analyst and peer review Named preparer, reviewer, review date and corrections
Client decisions Decision owner, accepted actions and unresolved objections
Delivery and acceptance Approved recipients, transfer receipt and acceptance date
Follow-up and retention Next review, retention basis and disposal responsibility

These fields are deliberately unsigned. No real review, instruction, client approval or evidence transfer is represented by this sample.

Method references

Background guidance only; these publications do not validate fictional findings or certify this report. Apply current platform procedures
and engagement-specific legal advice separately.

NIST SP 800-86 — Guide to Integrating Forensic Techniques into Incident Response (2006)
https://csrc.nist.gov/pubs/sp/800/86/final

NIST SP 800-61 Rev. 3 — Incident Response Recommendations and Considerations for Cybersecurity Risk Management (2025)
https://csrc.nist.gov/pubs/sp/800/61/r3/final
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PUBLIC SAMPLE / FICTIONAL ENGAGEMENT

Incident coordination and
evidence brief

Prepared for Northline Studio

A fictional organization used solely to demonstrate reporting. No client information, live indicators or actual evidence is included.

Report reference Reporting cutoff Intended reader

DFR-001 07 Oct 2026 / 23:59 UTC Incident commander and appointed
forensic responder

EXECUTIVE ASSESSMENT

A fictional identity incident affects one marketing administrator and may involve two linked assets. The client
incident commander reports that a session revocation was performed, but verification and scope assessment
remain with the appointed responder. Halden's role in this example is evidence coordination and public-source
context, not endpoint acquisition or incident command.

DECISION REQUESTED

Keep the incident open until the responder validates containment and defines recovery criteria. Assign missing
identity-log collection to an authorized technical owner.

Inside this report
02 Scope and method / 03 Findings / 04 Evidence and chronology / 05 Action plan / 06 Handover and limitations

lllustrative format only. Final scope, response cadence, authorized recipients and local requirements are agreed for each engagement.
No service outcome or legal determination is promised.
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02 / HALDEN INTELLIGENCE

Scope, coverage & method

AGREED QUESTION AND COVERAGE

Coordinate a supplied alert, a responder situation update and a public lookalike reference during an active
incident. Maintain a common timeline, evidence request tracker and responsibility split. Reporting cutoff: 7
October 2026 at 16:00 UTC.

OUTSIDE THIS ASSESSMENT

Autonomous containment, endpoint imaging, malware execution, memory capture, privileged system access,
root-cause certification, continuous response staffing and replacement of the appointed responder.

Asset / record Accountable owner Coverage

AS-01 / Identity account Client identity team One affected administrator under review

AS-02 / Linked social assets Marketing owner Two assets; downstream access not yet confirmed
AS-03 / Incident record Incident commander Responder owns scope and containment decisions

REPORTING METHOD

Define authority and scope; register supplied material; separate direct observations from statements; assess
alternative explanations; review findings against source limitations; assign actions with acceptance evidence.

CONFIDENCE IS NOT SEVERITY

High: the cited material directly supports this narrow observation. Moderate: the observation has support but an
important gap remains. Low: it is a lead or statement requiring corroboration. Confidence never establishes
identity, intent or legal liability.

PRIORITY AND TIME

High: address promptly because of potential material harm or dependency. Medium: assign a near-term owner.
Low: review in the agreed cycle. These are qualitative priorities, not CVSS ratings. All times are UTC; event times
and receipt times are distinct.
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03 / HALDEN INTELLIGENCE

Findings & interpretation

F-01/ HIGH PRIORITY / MODERATE CONFIDENCE

Containment is reported but not independently verified

Observation. The responder's fictional update states that sessions were revoked at 10:20 UTC. A follow-up validation
record has not yet been supplied.

Why it matters. Treating the event as closed could leave a continuing access path unexamined.
Alternative / uncertainty. Containment may be effective; the gap is verification available to this reporting team.

Recommended action. Ask the incident commander for the responder's containment validation and any remaining
exceptions.

Evidence: E-02

F-02 / HIGH PRIORITY / HIGH CONFIDENCE

Identity telemetry gap limits scope assessment

Observation. The evidence tracker lacks the requested identity-event export for the agreed incident window.
Why it matters. The report cannot determine initial access, persistence or whether linked assets were reached.
Alternative / uncertainty. The export may exist in the responder's workspace but not yet be approved for sharing.

Recommended action. Assign an authorized collection owner and record availability, retention deadline and minimum
necessary fields.

Evidence: E-01, E-02
F-03 / MEDIUM PRIORITY / LOW CONFIDENCE

Public lookalike reference is contextual only

Observation. A fictional lookalike page uses support language similar to the incident narrative. No victim interaction or
telemetry connects it to the event.

Why it matters. It is a lead for validation, not an established entry point.
Alternative / uncertainty. The reference may be unrelated background abuse.

Recommended action. Keep the reference in a separate lead register and ask the responder whether permitted
telemetry supports a connection.

Evidence: E-03
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04 / HALDEN INTELLIGENCE

Evidence & chronology

Evidence register

ID / source
E-01 / Fictional client alert summary

E-02 / Fictional responder update and request
tracker

E-03 / Fictional public lookalike observation

Event chronology

Event time (UTC) Recorded event

07 Oct/09:10 Alert supplied; commander identified

07 Oct/10:20 Session revocation reported by responder

07 Oct/12:30 Contextual lead separated from confirmed events

HANDLING AND PROVENANCE

Receipt time (UTC)

2026-10-07 09:10 UTC

2026-10-07 11:00 UTC

2026-10-07 12:30 UTC

haldenintel.com

Known limitation

Alert is not a confirmed scope statement

Containment attributed to responder; validation
outstanding

No demonstrated causal link

Source

E-01

E-02

E-03

The entries above are invented descriptions, not evidence attachments. In a real engagement, assign a unique
evidence ID; record collector, authority, source, collection and receipt times, method and limitations; retain the

original in approved storage; and log access, transformations and transfers. Calculate digests on actual files
where appropriate. Never invent a digest or custody event.

SOURCE BOUNDARIES

A screenshot can support what was visible in that copy. It does not, on its own, prove origin, completeness,

authorship or the full history of an event. Preserve contradictions and distinguish client-reported events from

independently verified observations.
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05/ HALDEN INTELLIGENCE

Action plan & service register

haldenintel.com

When Owner Completion evidence State

Next incident update Incident commander Obtain containment validation and exceptions Open

Before retention Identity team Preserve approved log window in evidence system Urgent dependency

expires

Next staffed review Halden case owner Update chronology and unresolved requests Open

Before closure Appointed responder Confirm scope, recovery criteria and residual risk Required
Responsibility and evidence request tracker

Workstream Accountable owner Halden contribution / acceptance

Containment Incident commander Track decision and validation reference

Forensic collection Appointed responder Record request; no independent acquisition claimed

Public-source context Halden case owner Qualified leads with provenance and limits

Customer communication Client communications lead Provide verified situation facts for approval

Recovery and closure Client system owner Record criteria and written acceptance

The incident remains active in this sample. Advisory hours and update cadence are agreed separately; this document makes no

round-the-clock response commitment.

CLOSING AN ACTION

Record the actual completion time, responsible person and evidence reference. A request, recommendation or
platform submission is not completion. Keep unresolved dependencies visible and agree the next review date with

the client.
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06 / HALDEN INTELLIGENCE

Limitations & handover

LIMITS ON RELIANCE

No root cause, absence of persistence or absence of exfiltration can be established from the supplied summaries.
Responder conclusions must retain their source and scope.

DISTRIBUTION AND RETENTION

This fictional sample is public. A live report requires an approved recipient list, secure delivery method, retention
schedule and disposal owner agreed with the client and, where relevant, counsel. Do not place real evidence or
personal data in public website assets.

Release checklist for a live engagement

Required check Record to complete before issue

Authority and scope Approved instruction reference and authorized assets
Analyst and peer review Named preparer, reviewer, review date and corrections
Client decisions Decision owner, accepted actions and unresolved objections
Delivery and acceptance Approved recipients, transfer receipt and acceptance date
Follow-up and retention Next review, retention basis and disposal responsibility

These fields are deliberately unsigned. No real review, instruction, client approval or evidence transfer is represented by this sample.

Method references

Background guidance only; these publications do not validate fictional findings or certify this report. Apply current platform procedures
and engagement-specific legal advice separately.

NIST SP 800-61 Rev. 3 — Incident Response Recommendations and Considerations for Cybersecurity Risk Management (2025)
https://csrc.nist.gov/pubs/sp/800/61/r3/final

NIST SP 800-86 — Guide to Integrating Forensic Techniques into Incident Response (2006)
https://csrc.nist.gov/pubs/sp/800/86/final
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PUBLIC SAMPLE / FICTIONAL ENGAGEMENT

Technical evidence
memorandum

Prepared for Northline Studio

A fictional organization used solely to demonstrate reporting. No client information, live indicators or actual evidence is included.

Report reference Reporting cutoff Intended reader
LEG-001 07 Oct 2026 / 23:59 UTC Instructing counsel and authorized matter
team
EXECUTIVE ASSESSMENT

This fictional memorandum compares a disputed public page with an earlier supplied capture and records the
handling of those materials. A payment instruction differs between the two copies. The supplied records do not
establish who edited the page, whether the copies reflect the full page history or whether a particular legal claim is
satisfied.

DECISION REQUESTED

Counsel should decide whether to seek additional original records or provider-held material through appropriate
channels. Limit circulation to the agreed matter team until distribution is reviewed.

Inside this report
02 Scope and method / 03 Findings / 04 Evidence and chronology / 05 Action plan / 06 Handover and limitations

lllustrative format only. Final scope, response cadence, authorized recipients and local requirements are agreed for each engagement.
No service outcome or legal determination is promised.
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02 / HALDEN INTELLIGENCE

Scope, coverage & method

AGREED QUESTION AND COVERAGE

Answer the fictional instruction: what differences are visible between two supplied page captures, and what
provenance gaps affect their interpretation? Review client-provided copies and maintain an illustrative exhibit
index and handling sequence.

OUTSIDE THIS ASSESSMENT

Legal opinions, expert-witness designation, conclusions on intent or liability, assurance of privilege or
admissibility, device acquisition, third-party access and claims of forensic accreditation.

Asset / record Accountable owner Coverage

AS-01/ Earlier capture Instructing team Exhibit EX-01; supplied copy

AS-02 / Later capture Instructing team Exhibit EX-02; supplied copy

AS-03 / Instruction record Matter lead Defined question and authorized recipients

REPORTING METHOD

Define authority and scope; register supplied material; separate direct observations from statements; assess
alternative explanations; review findings against source limitations; assign actions with acceptance evidence.

CONFIDENCE IS NOT SEVERITY

High: the cited material directly supports this narrow observation. Moderate: the observation has support but an
important gap remains. Low: it is a lead or statement requiring corroboration. Confidence never establishes
identity, intent or legal liability.

PRIORITY AND TIME

High: address promptly because of potential material harm or dependency. Medium: assign a near-term owner.
Low: review in the agreed cycle. These are qualitative priorities, not CVSS ratings. All times are UTC; event times
and receipt times are distinct.
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03 / HALDEN INTELLIGENCE

Findings & interpretation

F-01/ HIGH PRIORITY / HIGH CONFIDENCE

Visible payment instruction changed between supplied copies

Observation. EX-01 shows the approved contact route; EX-02 shows a different payment-contact reference. The
comparison concerns only visible contents of the copies.

Why it matters. The difference is relevant to counsel's factual question and should be preserved with both source
versions.

Alternative / uncertainty. The copies might represent different page states, localized views or incomplete captures
rather than a single unauthorized edit.

Recommended action. Record the exact difference and ask counsel whether original captures and contextual records
are needed.

Evidence: E-01, E-02
F-02 / HIGH PRIORITY / HIGH CONFIDENCE

Capture provenance i1s incomplete

Observation. The supplied files lack a complete collector record, tool version and verified source-clock information.
Why it matters. The memorandum cannot independently establish the claimed capture times or completeness.
Alternative / uncertainty. The original collector may retain supporting notes outside the supplied bundle.

Recommended action. Request the collector's original records through the instructing team and preserve the copies
without silently modifying them.

Evidence: E-01, E-02
F-03 / MEDIUM PRIORITY / HIGH CONFIDENCE

Integrity checks do not establish authorship

Observation. The illustrative handling workflow calls for a file digest at receipt and transfer. No real evidence digest is
represented in this public sample.

Why it matters. A matching digest can support file consistency in a defined workflow but cannot identify who created
the underlying content.

Alternative / uncertainty. A faithfully preserved copy can still be incomplete or misleading about the original event.

Recommended action. Separate integrity statements from provenance and attribution; record any transformations
and retain original files.

Evidence: E-03
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04 / HALDEN INTELLIGENCE

Evidence & chronology

Evidence register

ID / source
E-01 / Fictional EX-01 earlier page copy

E-02 / Fictional EX-02 later page copy

E-03 / Fictional instruction and handling record

Event chronology

Event time (UTC) Recorded event
04 Oct/09:00
04 Oct/09:05

05 Oct/ 14:00

HANDLING AND PROVENANCE

Receipt time (UTC)

2026-10-04 09:00 UTC

2026-10-04 09:05 UTC

2026-10-04 10:00 UTC

EX-01 receipt recorded in example register

EX-02 receipt recorded separately

Comparison reviewed; provenance gap retained

haldenintel.com

Known limitation

Collector and original capture details incomplete

Not independently retrieved from the original
provider

No real signatures, seals or evidence hashes

Source

E-01

E-02

E-03

The entries above are invented descriptions, not evidence attachments. In a real engagement, assign a unique
evidence ID; record collector, authority, source, collection and receipt times, method and limitations; retain the

original in approved storage; and log access, transformations and transfers. Calculate digests on actual files
where appropriate. Never invent a digest or custody event.

SOURCE BOUNDARIES

A screenshot can support what was visible in that copy. It does not, on its own, prove origin, completeness,
authorship or the full history of an event. Preserve contradictions and distinguish client-reported events from

independently verified observations.
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05/ HALDEN INTELLIGENCE

Action plan & service register

When Owner

Before reliance Instructing counsel
Before final Matter lead
memorandum

At every transfer Evidence custodian
Before external filing Client counsel

Completion evidence

Confirm question, recipients and permitted use

Request originals and collector notes

Record handler, purpose, time and integrity result

Review disclosure, privilege and admissibility questions

Illustrative exhibit and custody index

Record

EX-01/E-01

EX-02/E-02

Review copy

Proposed delivery

Handling event

04 Oct 09:00 UTC; received by

Custodian A

04 Oct 09:05 UTC; received by

Custodian A

05 Oct 14:00 UTC; Analyst B compared

copies

Not performed in sample

Integrity / location

item 01

item 02

haldenintel.com

State

Required

Open

Required

Client decision

Digest not populated in public sample; example vault

Digest not populated in public sample; example vault

Transformation and tool log required in real matter

Recipient approval and transfer receipt required

This is a reporting example, not an expert report, sworn statement, actual chain of custody or signed instruction. Counsel controls legal

characterization and distribution.

CLOSING AN ACTION

Record the actual completion time, responsible person and evidence reference. A request, recommendation or
platform submission is not completion. Keep unresolved dependencies visible and agree the next review date with

the client.
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06 / HALDEN INTELLIGENCE

Limitations & handover

LIMITS ON RELIANCE

Technical comparison does not determine authenticity, intent, liability, privilege or admissibility. No conclusion
should extend beyond the supplied materials and the stated question.

DISTRIBUTION AND RETENTION

This fictional sample is public. A live report requires an approved recipient list, secure delivery method, retention
schedule and disposal owner agreed with the client and, where relevant, counsel. Do not place real evidence or
personal data in public website assets.

Release checklist for a live engagement

Required check Record to complete before issue

Authority and scope Approved instruction reference and authorized assets
Analyst and peer review Named preparer, reviewer, review date and corrections
Client decisions Decision owner, accepted actions and unresolved objections
Delivery and acceptance Approved recipients, transfer receipt and acceptance date
Follow-up and retention Next review, retention basis and disposal responsibility

These fields are deliberately unsigned. No real review, instruction, client approval or evidence transfer is represented by this sample.

Method references

Background guidance only; these publications do not validate fictional findings or certify this report. Apply current platform procedures
and engagement-specific legal advice separately.

NIST SP 800-86 — Guide to Integrating Forensic Techniques into Incident Response (2006)
https://csrc.nist.gov/pubs/sp/800/86/final

NIST SP 800-61 Rev. 3 — Incident Response Recommendations and Considerations for Cybersecurity Risk Management (2025)
https://csrc.nist.gov/pubs/sp/800/61/r3/final
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